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Marketing In A HIPAA World

Balancing Promotion of Care with Patient Privacy
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Agenda

1. Why Marketing in Healthcare Suddenly Got Harder
2. How Some Healthcare Organizations Are Adapting
3. A Framework for Moving Forward
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Privacy Makes Healthcare Marketing Harder

Your Website

Tracking
Technology
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The Recipe For Healthcare Privacy Violations

Non-HIPAA Compliant

18 HIPAA Personal Health Destination
Identifiers Information
~
. « Name + Visits a condition- =
* IP Address specific page P
- * Address = Schedules an o =
* Phone appointment
. i T
Ema'uI ) = Uses find a doctor
+ Social Security Number pages
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What’s The Concern About Tracking Technologies?

Facebook & Google Personal
User Data Vacuums

Your Website
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Tracking

Technology 0
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Digital Advertising Spend Distribution

SEARCH

39%

SOCIAL

31%

OTHER

22%
PROGRAMMATIC

8%
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Innovative Healthcare Unicorn

Digital Advertising in a Privacy World

Needed a way to continue to reach consumers
through digital ad platforms in the context of more
stringent regulations

Obsessive About Performance KPIs

Meeting privacy regulations is not enough. Need to
maintain efficient cost per lead and customer
acquisition costs

Removed Unsafe Tracking and Achieved KPlIs

Replaced unsafe tracking technologies with
Freshpaint and kept KPIs stable
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4,000 Physician Regional Healthcare Provider

Lights Out For Entire Ad Ecosystem

Recent privacy regulations disrupted a culture of data
overnight

Migrating Off Google Analytics Too Painful

After a year of migrating to GA4, switching to an
alternative platform was a horrifying option

Met Privacy Requirements With Current Tools

Met privacy requirements while fully restoring
analytics and downstream workflows
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National Network Of Specialists

Getting Patients to Clinics Priority One

Needed a way to continue to reach consumers
through digital ad platforms in the context of more
stringent regulations

High Spend on Ads With Focus on KPIs

Recognized the importance of leveraging data to
maximize conversion results in digital ad platforms

Found a Full Service Platform for Marketers

Delivered a solution that marketing could own and
manage without a heavy dependency on engineering
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A Privacy First Framework

Audit Analyze
Create inventory of third- Analyze if PHI is being
party tracking activities on disclosed

sites and apps

Verify Govern
Ensure PHI disclosure is Govern the flow of data to
permissible under HIPAA non-compliant tools to ensure

PHI is not being disclosed
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What’'s A BAA?

Business Associate Agreement

noun

1. A business associate agreement, or BAA for short, creates a legally-binding relationship between
HIPAA-covered entities and business associates to ensure complete protection of PHI.
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Tools Where You’ll Need BAAS

CRM & Engagement Session Replay Data Warehouse
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What Tracking Technologies Put You At Risk?

Ad Platforms Analytics Video
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Start By Removing Native Tracking Technologies

Facebook & Google Personal
User Data Vacuums

Your Website
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Create A Safe By Default Tech Stack

Py Sam Smith
& customer@email.com

Server-side
connection
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Events User Properties Cohorts

Events User Properties Cohorts

* Medication Name(s)

CUSTOMER PROFILE

* Blood Type
* Appointment Date

- Zip Code * No Information Shared
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Make The Flow Of Data Full Service & Transparent

mmm EVENT
- Booking Completed

HIPAA Compliant

Practitioner Allowlist @@
§ok< salesforce
. mn»
Booking Date Blocklist @ 1B
Visit Type Allowlist @@ @ Non - HIPAA Compliant

Symptoms Blocklist @ B ﬁ \
o. O
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How To Eliminate Sensitive Data From Analytics

©

Your Website

18 HIPAA Personal
Identifiers
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How To Still Create A Complete Visitor Journey

RQwhK_IgelL4yBG...
Visitor

» | RQwhK_IlgeL4yBG... » | RQwhK_lgeL4yBG... » | RQwWhK_lgelL4yBG...
Visitor Visitor Visitor
Session 1 Session 2 Session 3
* Visited diabetes blog post « Visited find a location page * Visited schedule appointment page
« Visited find a doctor page « Visited schedule appointment page + Scheduled appointment
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How To Eliminate Sensitive Data From Hosted Video

©

Your Website

[
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18 HIPAA Personal
Identifiers
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Why Ad Platforms Need Data To Work Effectively

Seed Audience from Ad Platform Matching Automatically Targeted
Initial Conversions Engine Audience
@
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Ad Platforms Capture More Than They Need Today

Health Information Personal Identifiers
+ Page URLs * |P Address
+ Page Information * Location Information
« Button Clicks « Device ID
« Button Labels « Field Fills
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How To Eliminate Sensitive Data From Ad Platforms

Your Website

Conversion .\

Action

Ad Click ID
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How To Leverage Existing Google Tag Manager Setups

Your Website '
D

Google Tag

Manager \
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Three Key Takeaways

1. ldentify Trackers That Share PHI
2. Divide Your Tech Into Two Categories
3. Create A Safe By Default Tech Stack
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Questions?

Please be sure to complete the session evaluation!
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Freshpaint

Marketing in a HIPAA World:
Balancing Promotion Of Care
With Privacy

Ray is a customer-obsessed marketing and growth leader who has spent
twenty years building and executing go-to-market strategies. At
Freshpaint, Ray has worked with partners at leading privacy law firms and
marketing and legal experts at more than one hundred healthcare
organizations to collaborate on balancing privacy with healthcare Ray Mina
promotion.

Head of Marketing | ray@freshpaint.io
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